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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially established by the management of member space Agencies. The Committee meets periodically to address data systems problems that are common to all participants, and to formulate sound technical solutions to these problems. Inasmuch as participation in the CCSDS is completely voluntary, the results of Committee actions are termed Recommendations and are not considered binding on any Agency.

This Recommendation is issued by, and represents the consensus of, the CCSDS Plenary body. Agency endorsement of this Recommendation is entirely voluntary. Endorsement, however, indicates the following understandings:

o
Whenever an Agency establishes a CCSDS-related standard, this standard will be in accord with the relevant Recommendation. Establishing such a standard does not preclude other provisions which an Agency may develop.

o
Whenever an Agency establishes a CCSDS-related standard, the Agency will provide other CCSDS member Agencies with the following information:

--
The standard itself.

--
The anticipated date of initial operational capability.

--
The anticipated duration of operational service.

o
Specific service arrangements shall be made via memoranda of agreement. Neither this Recommendation nor any ensuing standard is a substitute for a memorandum of agreement.

No later than five years from its date of issuance, this Recommendation will be reviewed by the CCSDS to determine whether it should: (1) remain in effect without change; (2) be changed to reflect the impact of new technologies, new requirements, or new directions; or, (3) be retired or canceled.

In those instances when a new version of a Recommendation is issued, existing CCSDS-related Agency standards and implementations are not negated or deemed to be non-CCSDS compatible.  It is the responsibility of each Agency to determine when such standards or implementations are to be modified.  Each Agency is, however, strongly encouraged to direct planning for its new standards and implementations towards the later version of the Recommendation.

FOREWORD

This Recommendation defines the services and protocols of the Space Communications Protocol Specification (SCPS) Security Protocol (SP).

Through the process of normal evolution, it is expected that expansion, deletion, or modification of this document may occur. This Recommendation is therefore subject to CCSDS document management and change control procedures as defined in reference [B1].  Current versions of CCSDS documents are maintained at the CCSDS Web site:

http://www.ccsds.org/

Questions relating to the contents or status of this document should be addressed to the CCSDS Secretariat at the address indicated on page i.
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1 INTRODUCTION

1.1 Purpose

The purpose of this Recommendation is to define the services and protocols of the Space Communications Protocol Specifications (SCPS) Security Protocol (SP).  This definition will allow independent implementations of the protocol to interoperate if they use compatible security service algorithms.

1.2 Scope

This Recommendation is intended to be applied to all systems that claim conformance to the SCPS Security Protocol.

1.3 Applicability

This Recommendation is designed to be applicable to any kind of space mission or infrastructure, regardless of complexity.  It is intended that this should become a uniform standard among all CCSDS Agencies.

1.4 Organization of recommendation

This document is organized as follows:

–
Section 1 provides an introduction to the Recommendation;

–
Section 2 provides an overview of the Security Protocol;

–
Section 3 provides the protocol specification and the header layouts;

–
Section 4 provides details on protocol processing;

–
Section 5 provides information on Security Association Attributes;

–
Annex A provides expansion of acronyms and abbreviations used in the document;

–
Annex B lists informative references;

–
Annex C provides the Protocol Implementation Conformance Statement (PICS);

–
Annex D provides the Security Protocol’s service specification.

1.5 Conventions and Definitions

1.5.1 Bit Numbering Convention and Nomenclature

In this document, the following convention is used to identify each bit in an N-bit field.  The first bit in the field to be transmitted is drawn as the most left justified when drawing a figure, and is defined to be ‘Bit 0’.  The following bit is defined to be ‘Bit 1’ and so on, through ‘Bit N-1’. The order in which multi-octet fields are transmitted is called ‘Big-Endian’ byte ordering.  When applied to networking, this is called ‘network byte order’.  In this ordering scheme, bit 0 of a 32-bit value is the Most Significant Bit (MSB) and bit 31 is the least significant bit.  The octet containing bits 0-7 is transmitted first, followed by the octet containing bits 8-15, followed by the octet containing bits 16-23, and finally the octet containing bits 24-31.  Fields are sometimes drawn on more than one line in a figure.  In this case, the uppermost line of a multi-line field is transmitted before subsequent lines in that field, and in the case of binary values, contains the bits of greater significance than those in following lines.  Note that ‘Big-Endian’ byte ordering is NOT what some machines (notably the 80x86 class of machines) use internally.  Implementers must ensure that headers are converted to network byte order for transmission.

The following conventions apply throughout this Recommendation:

–
the words ‘shall’ and ‘must’ imply a binding and verifiable recommendation;

–
the word ‘should’ implies an optional, but desirable, recommendation;

–
the word ‘may’ implies an optional recommendation; and

–
the words ‘is’, ‘are’, and ‘will’ imply statements of fact.

1.5.2 DEFINITIONS

Authentication: the assurance that information transmitted from a claimed source (such as the source’s identity) in fact came only from that source.

Confidentiality: the disclosure of information only to those who are authorized and have been approved to receive it.

Confirm (primitive):  a primitive issued by a service-provider to complete, at a particular service-access-point, some procedure previously invoked by a request at that service-access-point. 

Decipherment: the mechanism by which coded text is transposed into plain text based on a predetermined key.

Encipherment: the mechanism by which plain text is transposed into a code based on a predetermined key.

End System:  an addressable network entity within the SCPS Network.
Gateway:  a network-addressable system that terminates a protocol at a given layer and invokes similar services at the same layer of an adjacent network.

Indication (primitive):  a primitive issued by a service provider either to invoke some procedure or to indicate that a procedure has been invoked by the service user at a peer service-access-point.

Integrity:  the assurance that information received from a source is in fact the information transmitted, without unauthorized modification.

Internet Protocol Number:  the transport protocol identifier used by Internet Protocols.  Values may range from 0 through 255, and valid values are defined in reference [B14].

N-Address:  an address in the SCPS Network.  The attributes of an N-Address are the Address Type and the Address Family.
N-Destination_Address: an N-Address that identifies the destination end system of a datagram in the SCPS Network.  The N-Destination_Address is a parameter of all of the SCPS Network service primitives.  It is an N-Address that identifies the destination end system of a datagram in the SCPS Network.  The N-Destination_Address parameter must be of the Extended End System address type, and may be of either the IP or the SCPS address family.
Network-Service Data Unit (N-SDU):  a variable-length, octet-aligned data unit of arbitrary format..  The Network Service Data Unit (N-SDU) is a parameter of the Unit Data service primitives.

N-Source_Address: an N-Address that identifies the end system originating a datagram in the SCPS Network. The N-Source_Address is a parameter to many of the primitives of the SCPS network service.  The N-Source_Address must be of the Extended End System address type, and may be of either the IP or the SCPS address family.  The N-Source_Address may not be a multicast or a broadcast address.

Primitive:  (also known as service-primitive)  an abstract, implementation-independent interaction between a service-user and the service-provider.

Request (primitive):  a primitive issued by a service-user to invoke some procedure.

Response (primitive):  a primitive issued by a service-user to complete, at a particular service-access-point, some procedure previously invoked by an indication at that service-access-point.

Security Association (SA): security management information used by the security mechanisms.

Security Association Identifier (SAID): the index into the SA database formed by the source and destination addresses of the communicating systems.

Service-Access-Point:  a point at which the services of a layer are made available to the layer above it.

Service-Primitive:  see Primitive.

Security Service Data Unit (S-SDU):  a variable-length, octet-aligned data unit of arbitrary format.  The S-SDU is a parameter of the Unit Data service primitives.

2 OVERVIEW

This document provides the framework for the SCPS-SP, which is a layer-3 subnetwork independent convergence security protocol.

The SCPS-SP provides the following connectionless security services on an end-to-end basis (where the service endpoints are defined by the implementer):

–
confidentiality;

–
integrity;

–
authentication;  or

–
a combination of all of the above.

The basic mode of operation of SCPS-SP is encapsulation of a Transport Protocol Data Unit (T-PDU) into a Security Protocol Data Unit (S-PDU).  The T-PDUs may be enciphered to provide confidentiality, may have an Integrity Check Value (ICV) calculated and appended to provide integrity (non-forgeability) of the T-PDU, or may both be enciphered and have an ICV applied.  Explicit authentication in SCPS-SP requires the use of either the integrity and/or the confidentiality services.  Implicit authentication is provided as a by-product of key management.  In the case where both integrity and confidentiality are required, integrity is applied first, and then confidentiality.

The concepts for this specification are drawn from a number of sources (see annex B) such as Secure Data Network Systems (SDNS) Security Protocol 3 (SP3) (reference [B2]), ISO Network Layer Security Protocol (NLSP) (reference [B7]), Internet Protocol Version 6 Encapsulating Security Payload (reference [B3]), and Integrated Network Layer Security Protocol (reference [B5]).  SCPS-SP’s major point of departure from these other security protocols is the insistence on near-optimal bit efficiency, which was not a design requirement for the other protocols.  The SCPS-SP has been refined to ensure minimal transmitted bit overhead.

The SCPS-SP assumes that it resides on top of a connectionless network service, known throughout this specification as the Underlying Network (UN).  An example of such a protocol is the SCPS Network Protocol (SCPS-NP) (reference[B12]).

Processing within SCPS-SP is security-critical.  Therefore, the Security Protocol is the only portion of the SCPS suite that, from a security perspective, must be trusted to perform its security functions correctly.  This is not to imply that the other protocol layers do not have to operate correctly.  However, only SCPS-SP has the responsibility to perform security-critical processing.  The layers above SCPS-SP may handle classified or proprietary data, but it is SCPS-SP’s job to ensure that the data is afforded the requisite security protections before forwarding the data to the lower layers and onto the network.  Likewise, a protocol layer below SCPS-SP may handle sensitive data, but only SCPS-SP has the responsibility for ensuring that the required security services are applied.

The SCPS-SP employs both a clear and a protected header.  The clear header, which must remain un-enciphered, provides a small amount of processing information to the security protocol.  The protected header contains additional information which may be enciphered (along with the user data), depending upon the system security policy being enforced by the Security Protocol as well as the user’s security services request. The security protection that the SCPS-SP attempts to provide is derived from a combination of the security services requested by the SCPS-SP user and the protection requirements imposed by the security domain administrator through the enforcement of the local security policy.

Although the degree of protection afforded by the security mechanisms depends on the use of specific cryptographic or digital signature secure hash techniques, correct operation of this protocol is not dependent on the choice of any particular encipherment, decipherment, or integrity algorithm.  The choice of algorithms is left as a local security matter.

In order for SCPS-SP to provide end-to-end protection services and still operate across security-unaware networks, the addressing information in the UN layer must remain un-enciphered to allow PDU routing.  Because the address information is not enciphered, SCPS-SP does not provide protection against traffic analysis, nor does it provide protection against jamming or low-probability-of-intercept (LPI).  Traffic analysis protection must be provided at the link layer;  jamming and LPI protection must be provided at the physical layer.
  SCPS-SP also does not provide protection against replay attacks.  It is assumed that either the encryption algorithm or a sequence number provided by an upper-layer transport protocol, such as SCPS-TP (reference [B13]), would protect against replay attacks.

Neither the choice nor the implementation of a specific security policy are within the scope of this specification.  The choice of a specific security policy, and therefore the protection that will be achieved by the SCPS-SP user, is a local matter for determination by the security domain administration.

3 PROTOCOL SPECIFICATION

3.1 SCPS-SP Types of Security ServiceS

3.1.1 General

SCPS-SP shall support the following types of Security Services:

–
integrity services;

–
confidentiality services;

–
authentication services.

3.1.2 Integrity Services

When integrity services are requested by a SCPS-SP user (e.g., an upper-layer protocol) or are required as a default action to enforce an administrative security policy,

a)
SCPS-SP shall calculate an ICV over the SCPS-SP clear and protected headers, the user data, which includes any upper-layer protocol headers, and potentially a secret data stream (e.g., a ‘secret key’);

b)
the size of the ICV shall be established in the SA database (integ_alg_ICV_length);

NOTE
–
The SCPS-SP operates with the assumption that there exists a Security Association (SA) database that contains pertinent security information, for use between the communicating entities, such as the encipher key, the key expiration, the key length, the Initialization Vector (IV) length, the encipherment algorithm, the integrity algorithm, and the ICV length.  Example Security Association parameters are illustrated in section 5 (Security Association Attributes) of this Recommendation.

c)
the specific manner in which the ICV is calculated shall be determined by the integrity algorithm as identified by integ_alg_id in the SA database.

3.1.3 Confidentiality Services

When confidentiality services are requested by a SCPS-SP user or are required as a default action to enforce an administrative security policy, the SCPS-SP shall use the encipherment key (cipher_key) in conjunction with the encipherment algorithm (conf_alg_id) and algorithm mode (conf_alg_mode_id) specified in the SA database to encipher the SCPS-SP protected header and the user data.

3.1.4 Authentication Services

When authentication services are requested by a SCPS-SP user,

a)
the source and destination network addresses shall be encapsulated into the SCPS-SP protected header, and then either integrity and/or confidentiality services shall be applied, as above;

b)
authentication must be requested with either integrity or confidentiality, or both;  it cannot be provided without one or both of the other services.

3.1.5 Security Services PROCESSING

When both integrity and confidentiality services are requested, the SCPS-SP shall first perform the integrity service followed by the confidentiality service.

NOTE
–
As a result, the protected header, the user data, and the ICV generated by the integrity service are enciphered.

3.2 SCPS-SP Protocol Data Unit

The SCPS-SP Protocol Data Unit (PDU) shall consist of the following parts in the following sequence:

Length in bits

· Clear Header (mandatory)
variable

· Protected Header (mandatory)
variable

· User Data (optional)
variable

· Integrity Check Value (optional)
variable

NOTE
–
The SCPS-SP PDU is illustrated in figure 3-1.

+---------------------------------------------------+

|            |               |           |          |

| CLEAR HDR  | PROTECTED HDR | USER DATA |   ICV    |

|            |               |           |          |

+---------------------------------------------------+

Figure 3-1:  SCPS-SP Protocol Data Unit
3.3 SCPS-SP Clear Header

3.3.1 Clear Header Format

The SCPS-SP Clear Header shall consist of the following fields in the following sequence:

Length in bits

Internet Protocol Number (mandatory)
8

· initialization vector (optional)
variable

NOTE
–
The SCPS-SP Clear Header is illustrated in figure 3-2.

+---------------------------------------------------+

|            INTERNET            | INITIALIZATION   |

|            PROTOCOL            |   VECTOR (IV)    |

|             NUMBER             |    (optional)    |

+---------------------------------------------------+

     
  8 bits 



variable

Figure 3-2:  SCPS-SP Clear Header
3.3.2 Clear Header Fields

3.3.2.1 Internet Protocol Number

3.3.2.1.1
The Internet Protocol Number field shall be eight bits in length and shall occupy bits 0 through 7 of the SCPS-SP Clear Header.

3.3.2.1.2
The Internet Protocol Number field shall contain the Internet Assigned Numbers Authority (IANA) specified number of the next upper-layer to receive and process the PDU after SCPS-SP processing.

NOTE
–
Internet Protocol Number assignment is discussed in reference [B14].

3.3.2.2 Initialization Vector Option

3.3.2.2.1
The Initialization Vector Option field, if included, shall begin in bit 8 of the SCPS-SP Clear Header and shall end on an octet boundary.

NOTE
–
Some confidentiality algorithms require the use of an initialization vector (IV) for synchronization, while others do not. The key requirement for the generation of an IV is that it be pseudo-random and not repeat itself during the period an encipherment key is being used.

3.3.2.2.2
The contents of the Initialization Vector Option field shall be determined as follows:

a)
If an Initialization Vector (IV) is explicitly transmitted:

1)
the Security Association (SA) database entry IV_explicit shall be set to ‘TRUE’ during the SA establishment;

2)
the IV, of IV_length, shall be constructed in accordance with the confidentiality algorithm’s requirements and shall be placed into the clear header’s optional IV field;

3)
if an IV is not required, IV_length shall be set to zero (0).

b)
If it is to be reconstructed by the receiver without being explicitly transmitted:

1)
the SA database entry IV_explicit shall be set to ‘FALSE’ during the SA establishment;

2)
the IV may be constructed using the (coarse and fine resolution) clocks available on the communicating end systems;

3)
the IV shall be constructed of length IV_length through the combination of the source address, the destination address, and the clock outputs used to generate a UN timestamp;

4)
the receiver shall reconstruct the IV as discussed in 4.5.2.

NOTE
–
In situations where transmitted bit overhead is a major concern, the explicit IV mode option should not be used.  Additionally, in order to reduce processing overhead further, an encipherment algorithm should be chosen that affords the requisite protection, but does not require the use of an IV.  Algorithm choices are not a part of this Recommendation and are left as a local security matter.

3.3.3 Clear Header Processing

3.3.3.1
The Clear Header shall be used by the receiving SCPS-SP for routing and delivery of datagrams to an upper-layer protocol after security processing has been performed.

3.3.3.2
The Clear Header shall not be enciphered.

3.4 SCPS-SP Protected Header 

3.4.1 Protected Header Format

The SCPS-SP Protected Header shall consist of the following fields in the following sequence:

Length in bits

Protected Header Option Flags (mandatory)
8

· Security Classification Label (optional)
variable

· Encapsulated Address (optional)
variable

· Cipher Pad (optional)
variable

NOTE
–
The SCPS-SP Protected Header is illustrated in figure 3-3.

+-----------------------------------------------------------+

| Protected  |    Security      | Encapsulated |   Cipher   |

| Header     | Classification   |   Address    |    Pad     |

| Option     |     Label        |  (optional)  | (optional) |

| Flags      |   (optional)     |              |            |

+-----------------------------------------------------------+

 8 bits         variable         variable      variable

Figure 3-3:  SCPS-SP Protected Header
3.4.2 Protected Header Fields

3.4.2.1 Protected Header Option Flags Field

3.4.2.1.1
The Protected Header Option Flags field shall be eight bits in length and shall occupy bits 0 through 7 of the SCPS-SP Protected Header.

3.4.2.1.2
The Protected Header Option Flags field shall contain a value selected from the following list (no other flag-field bit combinations are currently defined):


Option
Binary Value
· ICV_present:




‘00000001’

· cipher_padding_present:


‘00000010’

· encapsulated_address_present:

‘00000100’

· security_classification_label_present:
‘00001000’

3.4.2.2 Security Classification Label Field

3.4.2.2.1
The Security Classification Label field shall, if used, begin in bit 8 of the SCPS-SP Protected Header and end on an octet boundary.

NOTE
–
The label may consist of any label format (e.g., IP Security Option, reference [B8]; Common Security Label, reference [B9]; Standard Security Label, reference [B11]).  The label contents are dictated by the specific standard employed.

3.4.2.2.2
The Security Classification Label field shall consist of a label-length subfield followed by a label-contents subfield.

3.4.2.2.3
The label standard used shall be specified in the SA database (label_standard_id).

3.4.2.2.4
The length of this field will be determined by the specific label standard employed.

3.4.2.3 Encapsulated Address Field

3.4.2.3.1
The Encapsulated Address field shall, if included, begin on the next octet boundary following the locations of the Security Classification Label field, or the Protected Header Option Flags field if no Security Classification Label field is included, and end on an octet boundary.

NOTE
–
The Encapsulated Address option is used when explicit address authentication is required or when SCPS-SP is run at an Intermediate System (IS) (e.g., a security front-end device or security gateway).  When addressing information is sealed into the protected header by the integrity or confidentiality services, the destination End System is assured that the PDU was transmitted from the claimed source.  For a further discussion of the use of SCPS-SP at intermediate systems see reference [B15].

3.4.2.3.2
The Encapsulated Address field shall contain the following subfields in the following sequence:

Length in bits

· destination addresses
variable

· source address
variable

NOTE
–
The Protected Header Encapsulated Address field is illustrated in figure 3-4.

+-------------------------------------------------+

|                         |                       |

|   Destination Address   |    Source Address     |

|                         |                       |

+-------------------------------------------------+

 variable                 variable

Figure 3-4:  Protected Header Encapsulated Address Field 
3.4.2.4 Cipher Pad Field

3.4.2.4.1
The Cipher Pad field shall, if included, begin on the next octet boundary following the location for the Encapsulated Address field, or the Security Classification Label field if the Encapsulated Address field is not included, or the Protected Header Option Flags field if neither the Encapsulated Address field nor the Security Classification Label field are included, and end on an octet boundary.

NOTE
–
The Cipher Pad field may be used when a particular encipherment or integrity algorithm requires data blocks to exist on even octet or word boundaries.

3.4.2.4.2
The Cipher Pad field shall contain pad octets each having a numeric value equal to the number of pad octets.

EXAMPLE
–
If seven pad octets are needed, the Cipher Pad Field will be filled with seven octets each having the decimal value seven.

3.4.3 Protected Header Processing

3.4.3.1
The protected header shall be enciphered along with the user data when the SCPS-SP user requests the confidentiality security service or when confidentiality is mandated to enforce the administrative security policy.

3.4.3.2
If the SCPS-SP user selects the integrity security service, SCPS-SP shall append an ICV to the PDU (see 3.5).

3.4.3.3
If the SCPS-SP user selects the authentication security service, a copy of the source and destination addressing information shall be placed into the protected header.  This option shall only be used with the integrity service, confidentiality service, or both.

3.5 Integrity Check Value Field

3.5.1
The Integrity Check Value field shall, if included, begin on an octet boundary following the location for the User Data field, or the Protected Header if no User Data field is included, and end on an octet boundary.

3.5.2
The Integrity Check Value field shall contain the results of the integrity algorithm, as defined by integ_alg_id in the SA database, run over the clear header, the protected header, the user data, and a secret key (if required).

3.5.3
The algorithm-dependent length of the ICV shall be stored in the SA database.

NOTE
–
The specific manner in which the integrity service operates is algorithm dependent.

4 PROTOCOL FUNCTIONS

4.1 Transmission Functions

4.1.1
In response to an S-UNITDATA.request primitive (request from an upper-layer protocol to the SCPS-SP to transmit a PDU), the SCPS-SP shall attempt to identify an SA database entry based on the source and destination address pair contained in the request.

NOTES

1 Details on the SCPS-SP service primitives are contained in annex D.

2 The SA attributes may be manually pre-placed into a static SA database in the SP-aware communicating end-points or negotiated through the use of a Security Association Protocol (SA-P) or a Key Management Protocol (KM-P).  The SA-P (or KM-P) is a separate protocol, typically implemented at the application layer, used to provide security attribute management.  The SA-P is mentioned within this document so that the relationship between it and SCPS-SP is better understood.  The specification of an SA-P or KM-P is beyond the scope of this Recommendation.

4.1.2
If an SA database entry is not found, the SCPS-SP shall either refuse the request or invoke an SA-P or KM-P to establish an SA database entry for the communicating systems.

4.1.3
If an SA database entry is found, the SCPS-SP shall use the information contained in it to create an S-PDU made up of a clear header, a protected header, and the user data.

4.1.4
If authentication is requested, a copy of the source and destination addresses shall be placed in the protected header.  Authentication shall only be used in conjunction with the integrity service, the confidentiality service, or both.

4.1.5
If a security label is requested (label_req),

a)
the SCPS-SP shall ensure that the label’s classification is within the range specified for the key (key_class_range) in the SA database;

b)
the SCPS-SP shall construct the label using the label standard (label_standard_id) specified in the SA database (e.g., IPSO, CSL, SSL—references [B8], [B9], [B10], [B11]);

c)
the label shall be placed in the protected header.

4.1.6
If integrity is requested,

a)
the integrity algorithm (integ_alg_id), the ICV length (integ_alg_ICV_length), and the integrity key (integ_key), if required, shall be retrieved from the SA database;

b)
the integrity algorithm shall be used to calculate an ICV over the clear header, the protected header, the user data, and, if required by the algorithm, the integrity key.

4.1.7
If confidentiality is requested, the encipherment algorithm (conf_alg_id) type and mode (conf_alg_mode_id), the encipherment key (cipher_key), the key expiration (cipher_key_expire), and its associated IV length (IV_length), if required, shall be retrieved from the SA database and used to encrypt the protected header and the user data.

4.1.8
If both confidentiality and integrity are requested, integrity shall be performed first followed by encipherment over the protected header, the user data, and the ICV.

4.2 Reception Functions

4.2.1 Reception Procedures

4.2.1.1
In response to an N-UNITDATA.indication primitive (indication from a lower-layer protocol to send an S-PDU to the SCPS-SP), the security protocol shall attempt to identify an SA database entry based on the source and destination address pair found in the Indication.

4.2.1.2
If no SA database entry is found,

a)
the PDU shall be discarded;

b)
a security audit log entry may be made;

c)
an error indication shall not be returned to the source.

4.2.1.3
If an entry is found,

a)
the SCPS-SP shall check the confidentiality_on attribute to determine if PDUs from the source address are enciphered;

b)
if the confidentiality_on attribute is ‘TRUE’, the SCPS-SP shall decipher the S-PDU as described in 4.5.2;

c)
the use of confidentiality shall be negotiated during the SA establishment.

4.2.1.4
After the PDU is deciphered, or if the PDU was not enciphered at its source, the SCPS-SP shall check the protected header flags to determine what additional security processing is necessary:

a)
If the ICV_present flag is set, SCPS-SP shall calculate an ICV as described in 4.3.3 and compare it with the transmitted ICV:

1)
if the ICVs match, the receiver is assured that the PDU has not been modified while in transit;

2)
if the ICVs do not match exactly, indicating the PDU may have been modified without authorization,

–
the PDU shall be discarded,

–
a security audit log entry may be made,

–
an error indication shall not be returned to the source.

b)
If the encapsulated_address_present flag is set, and if either the PDU was enciphered or an ICV was present, SCPS-SP shall compare the addresses embedded in the optional, encapsulated address field to the addresses found in the N-UNITDATA.indication:

1)
if the addresses match, the receiver has explicit assurance of the authenticity of the PDU;
2)
if the addresses do not match,

–
the PDU shall be discarded,

–
a security audit log entry may be made,

–
an error indication shall not be returned to the source;

3)
if the PDU had neither integrity nor confidentiality services applied,

–
the PDU shall be discarded,

–
a security audit log entry may be made,

–
an error indication shall not be returned to the source.

c)
If the security_classification_label_present flag is set,

1)
SCPS-SP shall examine the label found in the optional security classification label field and compare it with the allowed classification range found in the SA database entry, key_class_range; 

2)
if the classification found in the label is within the allowable range, the receiver shall explicitly classify the PDU in accordance with the label;

3)
if the classification level of the label is out of range of the key,

–
the PDU shall be discarded,

–
a security audit entry should be made,

–
an error indication shall not be returned to the source.

d)
If the cipher_padding_present flag is set, the padding added for encipherment shall be removed from the PDU and discarded.

NOTE
–
Both the encipherment and decipherment algorithms may be the same.  Both the encipherment and decipherment keys may be the same.  These are local security policy and algorithm issues.  If different encipherment and decipherment algorithms and/or keys are used, separate Security Association attributes are required for confidentiality algorithms and/or encipherment and decipherment keys.

4.2.2 Error Procedures

4.2.2.1
Unless otherwise specified, whenever a condition check fails upon the receipt of an S-PDU, the SCPS security protocol shall discard the data currently being processed.

4.2.2.2
Optionally, SCPS-SP may log an audit record.

NOTE
–
Whether audit records are logged and the types of audit records logged are local security matters.

4.2.2.3
For security reasons, an error indication shall not be returned to the sender.

4.3 Integrity Service processing

4.3.1 General

4.3.1.1
Upon the request of an upper-layer protocol (S-UNITDATA.request) for integrity services, the SCPS-SP shall apply an integrity algorithm to generate an Integrity Check Value (ICV).

NOTE
–
The SCPS-SP protocol does not specify an integrity algorithm.  Algorithm choices are a local matter for local security administration.  The integrity algorithm identification (integ_alg_id) is assumed to be either manually pre-placed in the SA database or negotiated via an SA-P or KM-P.

4.3.1.2
The SA database entry shall contain information to be used between the communicating source and destination systems:

–
the integrity algorithm identifier;

–
an integrity key;

–
the length of the ICV.

4.3.2 Integrity service Transmission Processing

4.3.2.1
The SCPS-SP shall generate an ICV of the length specified in the SA database (integ_alg_ICV_length) using the SA-specified integrity algorithm (integ_alg_id).

4.3.2.2
The ICV shall be appended to the end of the user data as specified in 3.5.

NOTE
–
The specific integrity algorithm governs the manner in which the ICV is generated.

4.3.3 Integrity service reception processing

Upon the receipt of an N-UNITDATA.indication, the following shall be performed:

a)
The SCPS-SP shall check the SA database to determine if confidentiality is being used between the communicating systems.

b)
If confidentiality is being used, the PDU shall first be deciphered.

c)
The SCPS-SP protected header flags shall be examined to determine if the ICV_present bit has been set:

1)
if set, indicating integrity had been applied at the PDU’s source, the SCPS-SP shall generate an ICV, of the length specified (integ_alg_ICV_length) in the SA database, using the SA-specified integrity algorithm (integ_alg_id);

2)
the generated ICV shall be compared to the ICV transmitted in the S-PDU to ensure that the PDU has not been modified while in transit;

3)
if the transmitted and calculated ICVs match, the receiver is assured that the PDU has not been modified while in transit;

4)
if the ICVs do not match, indicating the PDU has undergone unauthorized modification during transmission,

–
the PDU shall be discarded,

–
depending on local security policy, an audit entry may be logged,

–
an error indication shall not be returned to the source.

4.4 Authentication service processing

4.4.1 General

NOTE
–
Authentication provides a receiver with the ability to verify the true identity of the originator of the PDU.  It also prevents spoofing by providing the ability to detect when someone is attempting to masquerade as someone else.

4.4.1.1
In SCPS-SP, explicit source authentication shall only be performed in conjunction with the integrity and/or confidentiality services.

4.4.1.2
Used in this manner, SCPS-SP shall provide authentication of the source of the PDU.

4.4.1.3
If the PDU contains a command, the receiver is assured that it came from an authentic, verified location.

NOTE
–
SCPS-SP provides an implicit authentication service by virtue of key management.  If an end-system is attempting to masquerade as another system, that system will be able to generate a SCPS-SP PDU.  However, the receiving system will not be able to authenticate or decipher the PDU because the incorrect key was used at the source (assuming strong key management is employed to protect keys from disclosure).  From a security perspective, users should always assume that the encipherment algorithm is known and that the critical information that must be safeguarded is the encipher/decipher key.

4.4.2 Authentication transmission processing

4.4.2.1
If authentication and integrity are requested, processing shall be performed as stated in 4.3 (Integrity) with the source and destination addresses embedded into an optional address field in the SP-protected header.

4.4.2.2
If authentication and confidentiality are requested, the source and destination addresses shall be embedded into an optional address field in the SP-protected header and encipherment shall be performed as stated in 4.5 (Encipherment).

4.4.2.3
If authentication, integrity, and confidentiality are requested, address embedment shall take place, followed by integrity processing, followed by encipherment processing.

4.4.3 Authentication reception processing

4.4.3.1
When a PDU is received by SCPS-SP, if SCPS-SP is running in an End System, the protected header shall be checked to see if the encapsulated_address_present flag is set (after deciphering, if necessary).

4.4.3.2
If the flag is set, the addresses embedded in the optional, encapsulated address field shall be compared to the addresses found in the N-UNITDATA.indication (e.g., the source and destination addresses from the underlying network-layer protocol):

a)
if the addresses match, the receiver has explicit assurance of the authenticity of the PDU;

b)
if the addresses do not match,

1)
the PDU shall be discarded;

2)
a security audit log entry may be made;

3)
an error indication shall not be returned to the source.

NOTES

1 If SCPS-SP is not running in an End System, but instead is running in an Intermediate System, the embedded addresses are used both as a means of authentication and onward routing into a secure enclave.  See reference [B15] for an in-depth discussion of End System-Intermediate System interactions.

2 SCPS-SP assumes the use of Internet Protocol style addresses.  It is also assumed that protocols above SCPS-SP are likewise using IP addresses.  It is further assumed that any UN network protocol layers will provide any address mapping required between the IP addresses and the actual addresses used (if any) in the lower layers.

4.5 Confidentiality service processing

4.5.1 Encipherment TRANSMISSION processing

4.5.1.1
The SCPS-SP shall encipher PDUs when confidentiality services are requested by an upper-layer protocol.

NOTE
–
The SCPS-SP protocol does not specify an encipherment algorithm. Algorithm choices are a matter left for local security policy and are assumed to be manually pre-placed in a static SA database or negotiated via an SA-P or KM-P.

4.5.1.2
The encipherment function requires access to an SA database entry, indexed by a source and destination address pair, containing the following information to be used between the communicating source and destination systems:

–
whether confidentiality shall be used between the communicating systems;

–
the encipherment algorithm and mode;

–
the key;

–
the key expiration;

–
the length of the initialization vector (IV) which provides encipherment synchronization.

NOTE
–
The need for an IV and its length are algorithm dependent.

4.5.1.3
If the algorithm in use requires an IV, the SA database entry IV_length shall be non-zero and shall indicate the length of the IV to be created.

NOTE
–
The major requirement for the generation of an IV is that it be pseudo-random and not repeat itself during the period an encipherment key is being used.  SCPS-SP provides two means by which an IV may be communicated.  It may be explicitly transmitted in an optional SCPS-SP clear header field or it may be reconstructed by the receiver without having been transmitted.  The manner in which the IV is handled is determined through SA establishment.

4.5.1.4
If an IV is to be explicitly transmitted,

a)
the SA database entry IV_explicit shall be set to ‘TRUE’ during the SA establishment;

b)
the IV may be generated in accordance with the SA-specified confidentiality algorithm and mode;

c)
an IV of length IV_length shall be transmitted in the SCPS-SP clear header IV option field.

4.5.1.5
If the IV is not to be explicitly transmitted,

a)
the SA database entry IV_explicit shall be set to ‘FALSE’ during the SA establishment;

b)
an IV may be constructed using the coarse and fine resolution clocks, if available, on the communicating end systems;

c)
an IV, of length IV_length, may be constructed through the concatenation of the source address, the destination address, and the clock outputs used to generate a UN timestamp (such as found in SCPS-NP—see reference [B12]).

NOTE
–
The specific details of the IV construction are left as a local matter as they may vary from environment to environment depending on the algorithms used.

4.5.1.6
The SCPS-SP shall ensure that the confidentiality key in the SA database (cipher_key) has not expired:

a)
it shall compare the current system time to the key expiration attribute (cipher_key_expire) in the SA database;

b)
if the key has expired, a new key shall be established through the use of an SA-P/KM-P or via manual means;

c)
if the key has not expired, the SCPS-SP shall employ the encipherment algorithm and mode, key, and the IV (if required) to encipher the protected header, the user data, and, if integrity has also been requested, the ICV.

4.5.2 Decipherment RECEPTION processing

4.5.2.1
In response to an N-UNITDATA.indication primitive the SCPS-SP shall decipher S-PDUs.

4.5.2.2
The SCPS-SP shall examine the SA database confidentiality_on attribute to determine whether encipherment has been used between the communicating systems:

–
if confidentiality_on is ‘TRUE’, confidentiality services were applied at the PDU’s source;

–
if confidentiality_on is ‘FALSE’, confidentiality services were not applied at the PDU’s source.

NOTE
–
The decipherment function requires access to an SA database entry indexed by a source and destination address pair.

4.5.2.3
The database entry shall contain at least the following information to be used between the communicating source and destination systems:

–
the decipherment algorithm and mode;

–
the key;

–
the key expiration;

–
the length of the IV.

NOTE
–
The need for an IV and its length is algorithm dependent.

4.5.2.4
If confidentiality services were applied to the PDU at its source, the receiving SCPS-SP shall examine the IV_length SA database attribute:

a)
if IV_length is zero (0), then no IV processing is required;

b)
if IV_length is non-zero, indicating that the use of an IV is required for the decipherment of the PDU, the SCPS-SP shall then examine the IV_explicit SA database attribute:

1)
if IV_explicit is ‘TRUE’, indicating an IV of length IV_length has been transmitted in the optional IV field in the SCPS-SP clear header, the SCPS-SP shall retrieve the IV from the clear header and use it in the decipherment process described below;

2)
if IV_explicit is ‘FALSE’, the SCPS-SP may combine the UN-layer timestamp (received in the N-UNITDATA.indication), and the source and destination addresses to reconstruct the IV that was used in the encipherment process.

NOTE
–
The UN timestamp (as received from SCPS-NP—see reference [B12]) contains only the low-order eight bits of the sender’s coarse time-of-day clock, but the receiver may concatenate the received low-order bits with the high-order bits of its own time-of-day clock, taking into account the packet latency, to recreate the IV used in encipherment.  This scheme may work if there is low packet latency in the network and there exists some degree of synchronized clocks.  However, the specific details of such a scheme are environment and algorithm dependent and are left as a local implementation matter.

4.5.2.5
The SCPS-SP shall ensure that the confidentiality key in the SA database (cipher_key) has not expired:

a)
it shall compare the current system time to the key expiration attribute (cipher_key_expire) in the SA database;

b)
if the key has expired, a new key shall be established through the use of an SA-P/KM-P or via manual means.

4.5.2.6
If the confidentiality key has expired,

a)
the S-PDUs may either be discarded or deciphered using the expired key, depending on the requirements of the local security policy;

b)
if the expired key is allowed to be used, then the SCPS-SP shall employ the decipherment algorithm and mode, the expired key, and the IV (if required) to decipher the protected header contents, the S-PDU payload, and, if present, the ICV.

4.5.2.7
If the confidentiality key has not expired, the SCPS-SP shall employ the decipherment algorithm and mode, the key, and the IV (if required) to decipher the protected header contents, the S-PDU payload, and if present, the ICV.

4.6 End-System to Intermediate System Interactions

4.6.1
When a PDU is received by a SCPS-SP-aware Intermediate System, the Intermediate System shall determine if security services were applied at the source by examining the UN layer’s Internet Protocol Number field to identify the next protocol needed to process the PDU.

4.6.2
If SCPS-SP is identified in the SA as the required protocol, the PDU shall be handed to the Intermediate System’s implementation of the Security Protocol.

4.6.3
The SCPS-SP shall perform security processing according to the information found in the SA database entry corresponding to the source of the PDU and the Intermediate System.

4.6.4
The SCPS-SP shall then examine the flags field in the SCPS-SP protected header and perform security processing as described in 4.2.

4.6.5
If the encapsulated_address_present flag is set, the SCPS-SP shall retrieve the addresses found in the Encapsulated Address field.

4.6.6
The Intermediate System implementation of SCPS-SP shall use the encapsulated addresses not only for explicit authentication checking, but also for onward routing of the PDU into the protected enclave after stripping away all vestiges of the security protocol.

4.6.7
The security protocol, using the addresses in the Encapsulated Address field, shall forward the PDU back down to the UN layer for routing onward to the non-SCPS-SP End-Systems within the enclave.

5 SECURITY ASSOCIATION ATTRIBUTES

5.1
The source and destination addresses of the PDU shall act as the index into the local SA database.

5.2
In order to support the SCPS-SP security services, the following SA attributes are required (listed in no particular order):

a)
encipher/decipher key:  cipher_key;

b)
encipher/decipher key expiration: cipher_key_expire;

c)
confidentiality being used:  confidentiality_on (Boolean);

d)
key classification range:  key_class_range;

e)
explicit security label required, and if so, label standard:

–
label_req (Boolean),

–
label_standard_id;

f)
encapsulated addressing required: esp_addr (Boolean);

g)
confidentiality algorithm identifier:  conf_alg_id;

h)
confidentiality algorithm mode of operation:  conf_alg_mode_id;

i)
confidentiality IV length:  IV_length;

j)
IV explicitly transmitted:  IV_explicit (Boolean);

k)
integrity algorithm identifier:  integ_alg_id;

l)
integrity key:  integ_key;

m)
integrity key expiration: integ_key_expire;

n)
integrity algorithm ICV length:  integ_alg_ICV_length;

o)
security protocol version number: sp_version_number.

5.3
All SA database attributes shall be at least 8 bits in size;  however, the key attributes (e.g., cipher_key, integ_key) may be significantly larger depending on the algorithms used (e.g., 56 bits for DES, 128 bits for RSA).

5.4
Specific identification bits for algorithm and label identifiers shall be defined in the SA database.
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Term
Meaning
AOS
Advanced Orbiting Systems

APID

Application Process Identifier

DES
Data Encryption Standard

ES
End System

ESP
Encapsulating Security Payload (see reference [B3])

ICV
Integrity Check Value

IS
Intermediate System

IV
Initialization Vector

KM-P
key management protocol

LPI
low-probability-of-intercept

NP
Network Protocol

PDU
Protocol Data Unit

PICS
Protocol Implementation Conformance Statement

QOS

Quality of Service

RSA
Rivest-Shamir-Adleman Public Key Encryption

SA
Security Association

SA-P
SA protocol

SAID
Security Association Identifier

SCPS
Space Communications Protocol Specification

SCPS-NP
Space Communications Protocol Specification Network Protocol

SCPS-SP
Space Communications Protocol Specification Security Protocol

SCPS-TP
Space Communications Protocol Specification Transport Protocol

SDNS
Secure Data Network Systems (see reference [B2])

SP
Security Protocol

SP-3
Security Protocol at Layer 3 (see reference [B2])

S-PDU
Security Protocol Data Unit

SSL
Standard Security Label (see reference [B11])

T-PDU
Transport Protocol Data Unit

UN
Underlying Network
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C1
INTRODUCTION

This annex provides the Protocol Implementation Conformance Statement (PICS) Requirements List (PRL) for implementations of SCPS-SP.  The PICS for an implementation is generated by completing the PRL in accordance with the instructions below.  An implementation shall satisfy the mandatory conformance requirements of the base standards referenced in the PRL.

An implementation’s completed PRL is called the PICS.  The PICS states which capabilities and options of the protocol have been implemented.  The following can use the PICS:

–
the protocol implementer, as a checklist to reduce the risk of failure to conform to the standard through oversight;

–
the supplier and acquirer or potential acquirer of the implementation, as a detailed indication of the capabilities of the implementation, stated relative to the common basis for understanding provided by the standard PICS proforma;

–
the user or potential user of the implementation, as a basis for initially checking the possibility of interworking with another implementation (note that, while interworking can never be guaranteed, failure to interwork can often be predicted from incompatible PICSes);

–
a protocol tester, as the basis for selecting appropriate tests against which to assess the claim for conformance of the implementation.

C1.1
NOTATION

The following are used in the PRL to indicate the status of features:

Status Symbols

M
mandatory.

M.<n>
support of every item of the group labeled by the same numeral <n> required, but only one is active at a time.

O
optional.

O.<n>
optional, but support of at least one of the group of options labeled by the same numeral <n> is required.

C
conditional.

-
non-applicable field/function (i.e., logically impossible in the scope of the PRL).

I
out of scope of PRL (left as an implementation choice).

X
excluded or prohibited.

Two character combinations may be used for dynamic conformance requirements.  In this case, the first character refers to the static (implementation) status, and the second refers to the dynamic (use) status; thus ‘MO’ means ‘mandatory to be implemented, optional to be used’.

Notations for Conditional Status

The following predicate notations are used:

<predicate>::
This notation introduces a group of items, all of which are conditional on <predicate>.

<predicate>:
This notation introduces a single item which is conditional on <predicate>.

In each case, the predicate may identify a protocol  feature, or a Boolean combination of predicates.  (‘^’ is the symbol for logical negation, ‘|’ is the symbol for logical OR, and ‘&’ is the symbol for logical AND.)

<index>:
This notation indicates that the status following it applies only when the PICS states that the features identified by the index are supported.  In the simplest case, <index> is the identifying tag of a single PRL item.  The symbol <index> also may be a Boolean expression composed of several indices.

<index>::
This notation indicates that the associated clause should be completed.

Notations Used in the Protocol Feature Column

<r>
Symbol used to denote the receiving system.

<t>
Symbol used to denote the transmitting system.

Support Column Symbols

The support of every item as claimed by the implementer is stated by entering the appropriate answer (Y, N, or N/A) in the support column:

Y
Yes, supported by the implementation.

N
No, not supported by the implementation.

N/A
Not applicable.

C2
REFERENCED BASE STANDARDS

SCPS-SP (this document) is the only base standard referenced in the PRL.  In the tables below, numbers in the Reference column refer to applicable subsections within this document.

C3
GENERAL INFORMATION

C3.1
IDENTIFICATION OF PICS

Ref
Question
Response

1
Date of Statement (DD/MM/YYYY)


2
PICS serial number


3
System Conformance statement cross-reference


C3.2
IDENTIFICATION OF IMPLEMENTATION UNDER TEST (IUT)

Ref
Question
Response

1
Implementation name


2
Implementation version


3
Machine name


4
Machine version


5
Operating System name


6
Operating System version


7
Special Configuration


8
Other Information


C3.3
IDENTIFICATION
Supplier


Contact Point for Queries


Implementation name(s) and Versions


Other Information Necessary for full identification - e.g., name(s) and version(s) for machines and/or operating systems;

System Name(s)


C3.4
PROTOCOL SUMMARY
Protocol Version


Addenda Implemented


Amendments Implemented


Have any exceptions been required? 

 (Note:  A YES answer means that the implementation does not conform to the protocol.  Non-supported mandatory capabilities are to be identified in the PICS, with an explanation of why the implementation is non-conforming.


Yes_______________  No_______________

Date of Statement


C4
INSTRUCTIONS FOR COMPLETING THE PICS

An implementer shows the extent of compliance to the protocol by completing the PRL; that is, compliance to all mandatory requirements and the options that are not supported are shown.  The resulting completed PRL is called a PICS. In the Support column, each response shall be selected either from the indicated set of responses, or it shall comprise one or more parameter values as requested.  If a conditional requirement is inapplicable, N/A should be used.  If a mandatory requirement is not satisfied, exception information must be supplied by entering a reference Xi, where i is a unique identifier, to an accompanying rationale for the noncompliance.  When the requirement is expressed as a two-character combination (as defined above), the response shall address each element of the requirement; e.g., for the requirement ‘MO’, the possible compliant responses are ‘YY’ or ‘YN’.
C4.1
SCPS-SP PRIMITIVES

Item
Protocol Feature
Reference
Status
Support

A1
S-UNITDATA.request
D2.2
M


A2
S-UNITDATA.indication
D2.4
M


C4.1.1
S-UNITDATA.request

Item
Protocol Feature
Reference
Status
Support

B1
N-Destination_Address
D2.3
M


B2
N-Source_Address

M


B3
S-User_Internet_Protocol_Number

M


B4
N-Source_Timestamp

M


B5
S-Quality_of_Service

M


B5a
confidentiality_requested

M


B5b
integrity_requested

M


B5c
authentication_requested

M


B5d
security_label_requested

M


B6
N-Basic_Quality_of_Service

M


B7
N-Expanded_Quality_of_Service

O


B8
S-SDU

M


C4.1.2
S-UNITDATA.indication

Item
Protocol Feature
Reference
Status
Support

C1
N-Destination_Address
D2.5
M


C2
N-Source_Address

M


C3
S-User_Internet_Protocol_Number

M


C4
N-Source_Timestamp

M


C5
S-Quality_of_Service

M


C6
N-Basic_Quality_of_Service

M


C7
N-Extended_Quality_of_Service

O


C8
S-SDU

M


C4.1.3
Lower Layer Network Primitives

Item
Protocol Feature
Reference
Status
Support

D1
N-UNITDATA.request
D3.1
M


D2
N-UNITDATA.indication

M


C4.1.3.1
N-UNITDATA.request

Item
Protocol Feature
Reference
Status
Support

E1
N-Destination_Address
D3.2
M


E2
N-Source_Address

M


E3
S-Internet_Protocol_Number

M


E4
N-Source_Timestamp

M


E5
N-Basic_Quality_of_Service

M


E6
N-Expanded_Quality_of_Service

O


E7
S-PDU

M


C4.1.3.2
N-UNITDATA.indication

Item
Protocol Feature
Reference
Status
Support

F1
N-Destination_Address
D3.2
M


F2
N-Source_Address

M


F3
S-Internet_Protocol_Number

M


F4
N-Source_Timestamp

M


F5
N-Basic_Quality_of_Service

M


F6
N-Expanded_Quality_of_Service

O


F7
S-PDU

M


C4.2
SCPS-SP HEADER FORMATTING

Item
Protocol Feature
Reference
Status
Support

I1
Clear header
3.3
M


I2
Protected header
3.4
M


C4.2.1
Clear Header

Item
Protocol Feature
Reference
Status
Support

J1
Internet Protocol Number (8 bits)
3.3.2.1
M


J2
Initialization Vector (IV) (variable)
3.3.2.2
M


C4.2.2
Protected Header

Item
Protocol Feature
Reference
Status
Support

K1
Protected header option flags




K1a
ICV_present
3.4.1
M


K1b
cipher_padding_present

M


K1c
encapsulated_address_present

M


K1d
security_classification_label_present

M


K2
Security classification label field
3.4.2.2
M


K3
Encapsulated address field
3.4.2.3
M


K4
Cipher pad field
3.4.2.4
M


C4.3
INTEGRITY CHECK VALUE FIELD

Item
Protocol Feature
Reference
Status
Support

L1
Integrity check value field
3.5
M


C4.4
PROTOCOL FUNCTIONS

C4.4.1
Transmission Functions

Item
Protocol Feature
Reference
Status
Support

M1
SCPS-SP access to SA database
4.1
M


M2
SA database index based on source and destination address pair

M


M3
SAID transmitted in SCPS-SP header

X


M4
SA-P or KM-P used to perform key exchange and negotiate SA parameters

O


M5
Authentication




M5a
Check if authentication service is requested

M


M5b
Check to ensure that authentication is always used in conjunction with integrity and/or confidentiality

M


M5c
A copy of source and destination addresses are placed in protected header encapsulated address field

M


M6
Explicit security label




M6a
Check if explicit security label is requested

M


M6b
Check if explicit security label classification is within range

M


M6c
Construct label using standard specified in SA database

M


M6d
Place label in protected header

M


M7
Integrity




M7a
Check if integrity service is requested

M


M7b
ICV is calculated using SA-specified integrity information and appended to end of user-data

M


M8
Confidentiality




M8a
Check if confidentiality service is requested

M


M8b
Check the SA database for the encipherment algorithm type and mode, the encipherment key, and its associated IV length

M


M9
Integrity and confidentiality




M9a
Check if both integrity and confidentiality are requested

M


M9b
Perform ICV calculation before encipherment

M


M9c
Encipher the protected header, the user data, and ICV

M


M10
SCPS-SP creates S-PDU

M


C4.4.2
Reception Functions

Item
Protocol Feature
Reference
Status
Support

N1
Check SA database for source/destination address entry
4.2.1
M


N2
If an SA entry is not found:




N2a
discard PDU

M


N2b
make security audit log entry

O


N3
If an SA entry is found:




N3a
Check confidentiality_on attribute in SA database to determine if source PDUs were enciphered

M


N3b
If confidentiality_on attribute is ‘TRUE’, use SA information to decipher S-PDU

M


N4
Check protected header flags to determine other security processing

M


N4a
Check if ICV_present flag is ‘TRUE’

M


N4a1
Calculate an ICV using integrity algorithm and key in SA database and compare it with transmitted ICV

M


N4a2
If ICVs do not match discard PDU

M


N4a3
make security audit log entry

O


N4b
Check if encapsulated_address_present flag is ‘TRUE’

M


N4b1
Compare addresses in the encapsulated address field to those found in the N-UNITDATA.indication

M


N4b2
If addresses do not match, discard PDU

M


N4b3
make security audit log entry

O


N4c
Check if security_classification_label_present flag is ‘TRUE’

M


N4c1
Examine label in the security classification label field and compare it with allowed classification range in SA database entry, key_class_range

M


N4c2
If classification level of label is out of range discard PDU

M


N4c3
make security audit log entry

O


N4d
Check if cipher_padding_present flag is ‘TRUE’

M


N4d1
remove padding added for encipherment from PDU and discard

M


C4.5
ERROR PROCEDURES

Item
Protocol Feature
Reference
Status
Support

O1
Discard S-PDU on error condition with no error indication to source
4.2.2
M


O2
Make audit record entry made on error condition

O


C4.6
INTEGRITY

Item
Protocol Feature
Reference
Status
Support

P1
Integrity function - transmission
4.3.2



P1a
Generate an ICV using the SA-specified integrity algorithm

M


P1b
Append ICV to the end of the S-SDU

M


P2
Integrity function - reception
4.3.3



P2a
Check if ICV_present flag is ‘TRUE’ in the protected header

M


P2b
Calculate an ICV using integrity algorithm and key in SA database and compare it with transmitted ICV

M


P2c
If ICVs do not match discard PDU

M


P2d
make security audit log entry

O


C4.7
AUTHENTICATION

Item
Protocol Feature
Reference
Status
Support

Q1
Authentication - transmission
4.4.2



Q1a
Check that authentication is not performed without either integrity, confidentiality, or both services.

M


Q1b
If authentication and integrity are requested, embed source and destination addresses into protected header encapsulated address field and perform integrity service

M


Q1c
If authentication and confidentiality are requested, embed source and destination addresses into protected header encapsulated address field and perform confidentiality service

M


Q1d
If authentication, integrity, and confidentiality are requested, embed source and destination addresses into protected header encapsulated address field and perform integrity service followed by confidentiality service

M


Q2
Authentication - reception
4.4.3



Q2a
Check that integrity and/or confidentiality had been applied to the PDU at its source, otherwise discard PDU

M


Q2b
Extract the source address from the protected header

M


Q2c
Compare that address to the claimed address in the network protocol header. If addresses do not match:

M


Q2b1
discard PDU

M


Q2b2
make a security audit log entry

O


C4.8
CONFIDENTIALITY

C4.8.1
Encipherment

Item
Protocol Feature
Reference
Status
Support

R1
Check SA database for entry indexed by source and destination addresses
4.5.1
M


R2
IV Creation:




R2a
Check IV_length attribute?

M


R2a1
if IV_length is zero (0) then no IV is required.

M


R2a2
if IV_length is greater than zero (0), check IV_explicit attribute

M


R2a3
If IV_explicit is ‘TRUE’, use SA-specified confidentiality attributes to generate an IV and place it into the clear header IV field

M


R2a4
If IV_explicit is ‘FALSE’, generate an IV using a combination of source address, destination address, and clock outputs used to generate SCPS-UN timestamp

M


R3
Check if cipher key has expired

M


R3a
if cipher key has expired, establish new key

M


R3a1
use SA-P or KM-P to establish new cipher key

O


R4
Encipher PDU using SA-specified algorithm and mode, key, and IV (if required)

M


C4.8.2
Decipherment

Item
Protocol Feature
Reference
Status
Support

S1
Check SA database for entry indexed by source and destination addresses
4.5.2



S2
Check confidentiality_on attribute in SA database

M


S2a
if confidentiality_on is ‘TRUE’, check if IV_explicit is ‘TRUE’

M


S2b
if IV_explicit is ‘TRUE’, retrieve an IV of IV_length from the SCPS-SP clear header and decipher PDU using SA-specified decipher attributes

M


S2c
if IV_explicit is ‘FALSE’, check IV_length

M


S2d
if IV_length is zero (0) then no IV is required to decipher

M


S2e
if IV_length is greater than zero (0), use the timestamp and source and destination addresses to reconstruct the IV of length IV_length and decipher using the SA-specified decipher attributes

M


C4.9
END SYSTEM TO INTERMEDIATE SYSTEM INTERACTIONS

Item
Protocol Feature
Reference
Status
Support

T1
SCPS-SP operates between two SCPS-SP ESes
4.6
M


T2
SCPS-SP operates between an SCPS-SP ES and a SCPS-SP IS

O


T3
SCPS-SP operates between two SCPS-SP ISes

O


T4
When an IS acts as a security front end




T4a
IS determines if security services had been applied to the PDU by examining the next protocol identifier

T4:M


T4b
If security services had been applied, SCPS-SP IS performs required security processing

T4:M


T4c
SCPS-SP IS uses the addresses in the encapsulated address field to route PDU onward to SCPS-SP-unaware ES after stripping off security headers

T4:M


C4.10
SECURITY ASSOCIATION ATTRIBUTES

Item
Protocol Feature
Reference
Status
Support

L1
Encipher/decipher key:  cipher_key
5
M


L2
Encipher/decipher key expiration: cipher_key_expire

M


L3
Confidentiality being used:  confidentiality_on  (Boolean)

M


L4
Key classification range:  key_class_range

M


L5
Explicit security label required and, if so, what label standard?




L5a
label_req  (Boolean)

M


L5b
label_standard_id

M


L6
Encapsulated addressing required esp_addr  (Boolean)

M


L7
Confidentiality algorithm identifier:  conf_alg_id

M


L8
Confidentiality algorithm mode of operation:  conf_alg_mode_id

M


L9
Confidentiality IV length:  IV_length

M


L10
IV explicitly transmitted: IV_explicit

M


L11
Integrity algorithm identifier:  integ_alg_id

M


L12
Integrity key:  integ_key

M


L13
Integrity key expiration: integ_key_expire

M


L14
Integrity algorithm ICV length:  integ_alg_ICV_length

M


ANNEX D 

Scps security protocol Service Specification

(This annex is part of the Recommendation.)

D1
overview

The SCPS-SP user services are defined in terms of primitives that are independent of specific implementation approaches.

The SCPS-SP presumes a UN-layer protocol that is capable of receiving S-PDUs, applying, among other things, source and destination addressing, and routing/transmitting them across a network.  An example of such a UN protocol is the SCPS-NP as described in CCSDS 713.0-B-1 (reference [B12]).  However, SCPS-SP may also operate over the CCSDS Conventional Telemetry and Telecommand Protocols and over the CCSDS Advanced Orbiting Systems (AOS) Path Service (see references [B16]-[B18]).

The internal protocol procedures define the procedures required for the transfer of information, securely, between SCPS Network entities.  The rules for protocol header formatting and parsing govern the construction and interpretation of SCPS-SP PDUs.  The SCPS-SP PDU headers consist of a variable-length clear header and a variable-length protected header.

The SCPS-SP operates with the assumption that there exists an SA database that contains pertinent security information for use between communicating entities, such as the encipher key, the key length, the key expiration, the IV length, the encipherment algorithm, the integrity algorithm, and the ICV length.

D2
Services Provided by the Security Layer

D2.1
OVERVIEW

The SCPS-SP supports the following primitives:

–
S-UNITDATA.request;

–
S-UNITDATA.indication.

Both primitives have identical parameters:

–
N-Destination_Address;

–
N-Source_Address;

–
S-User_Internet_Protocol_Number;

–
N-Source_Timestamp;

–
S-Quality_of_Service;

–
N-Basic_Quality_of_Service;

–
N-Expanded_Quality_of_Service;

–
S-SDU.

NOTE
–
The term ‘N-xxx’ refers to a network-layer parameter.  The term ‘S-xxx’ refers to a security protocol parameter.

D2.2
S-UNITDATA.REQUEST

D2.2.1
S-UNITDATA.request Definition

The SCPS S-UNITDATA.request primitive is the service request generated by an upper-layer protocol to request SCPS-SP security services.

D2.2.2
S-UNITDATA.request Parameters

The N-Destination_Address parameter contains a valid Internet address.

The N-Source_Address parameter contains a valid Internet address.

The S-User_Internet_Protocol_Number parameter indicates the upper-layer protocol requesting SCPS-SP security services.  This number is an 8-bit field as specified by the Internet Assigned Numbers Authority (IANA) [B14].

The N-Source_Timestamp parameter is a request to generate a network-layer timestamp which can be used in the generation of an initialization vector (IV).

The S-Quality_of_Service parameter is an indication of the security services being requested by the SCPS-SP user from the security protocol.  These security services may or may not be honored based on the established security policy.
  The security-related Quality Of Service (QOS) service requests supported are:

–
confidentiality_requested (Boolean): a ‘TRUE’ setting indicates confidentiality is requested;

–
integrity_requested (Boolean): a ‘TRUE’ setting indicates data integrity is requested;

–
authentication_requested (Boolean): a ‘TRUE’ setting indicates address authentication via address encapsulation in the protected header is requested;

–
security_label_requested (Boolean): a ‘TRUE’ setting indicates that a security label (to be placed in the SCPS-SP protected header) is associated with the data and must be transmitted, with authenticity, to the destination address along with the data.

The N-Basic_Quality_of_Service parameter and the N-Extended_Quality_of_Service parameter are requests from an upper-layer protocol to a lower-layer protocol for network-related QOS requests such as precedence and routing.  These parameters are not used by SCPS-SP.

The S-SDU parameter is a Security Service Data Unit that consists of multiple octets.

D2.3
S-UNITDATA.INDICATION

D2.3.1
S-UNITDATA.indication Definition

The S-UNITDATA.indication primitive is the service indication generated by the SCPS security protocol to indicate a request to send an S-SDU to an upper-layer protocol.

D2.3.2
S-UNITDATA.indication Parameters

The N-Destination_Address parameter contains a valid Internet address.

The N-Source_Address parameter contains a valid Internet address.

The S-User_Internet_Protocol_Number parameter indicates the upper-layer protocol requesting SCPS-SP security services.  This number is an 8-bit field as specified by the Internet Assigned Numbers Authority (IANA) [B14].

The N-Source_Timestamp parameter is a request to generate a network-layer timestamp that can be used in the generation of an initialization vector (IV).

The S-Quality_of_Service parameter is an indication of the security services that were applied to the PDU at its source:

–
confidentiality_requested (Boolean): a ‘TRUE’ setting indicates confidentiality was applied;

–
integrity_requested (Boolean): a ‘TRUE’ setting indicates data integrity was applied;

–
authentication_requested (Boolean): a ‘TRUE’ setting indicates address authentication via address encapsulation in the protected header was applied;

–
security_label_requested (Boolean): a ‘TRUE’ setting indicates that a security label is  in the SCPS-SP protected header, is associated with the data, and must be transmitted, with authenticity, to the security services user.

The N-Basic_Quality_of_Service parameter and the N-Extended_Quality_of_Service parameter are indications to an upper layer of the lower-layer protocol for network-related quality of service parameters.  These parameters are not used by SCPS-SP.

The S-SDU parameter consists of multiple octets.

D3
Services Assumed from the Lower Layer

D3.1
OVERVIEW

The service primitives assumed by the SCPS-SP at the lower layer boundary are:

–
N-UNITDATA.request;

–
N-UNITDATA.indication.

The N-UNITDATA.request primitive is the service request generated by the SCPS-SP to request lower-layer network services.  The N-UNITDATA.indication primitive is the service request generated by the lower-layer network service to send a S-PDU to the SCPS-SP.

Both primitives have identical parameters:

–
N-Destination_Address;

–
N-Source_Address;

–
S-Internet_Protocol_Number;

–
N-Source_Timestamp;

–
N-Basic_Quality_of_Service;

–
N-Extended_Quality_of_Service;

–
S-PDU.

D3.2
N-UNITDATA PARAMETERS

The N-Destination_Address parameter contains a valid Internet address.

The N-Source_Address parameter contains a valid Internet address.

The S-Internet_Protocol_Number parameter indicates the protocol number for the SCPS Security Protocol.  This number is an 8-bit field and is always 99, as specified by the Internet Assigned Numbers Authority (IANA) [B14].  The protocol number 99 is assigned by IANA for ‘any private encryption scheme’.

The N-Source_Timestamp parameter contains a UN timestamp request or a valid UN timestamp.

The N-Basic_Quality_of_Service parameter and the N-Extended_Quality_of_Service parameter are requests from an upper-layer protocol to the UN-layer protocol for network-related quality of service requests such as precedence and routing.

The S-PDU parameter consists of multiple octets.

D3.3
N-UNITDATA OVER CCSDS LOWER LAYERS

SCPS-SP assumes that it will be operating over a lower-layer protocol such as the SCPS Network Protocol (SCPS-NP) or the Internet Protocol (IP).  However, if it is desired for SCPS-SP to operate over the CCSDS Conventional Telemetry and Telecommand Protocols, or over the CCSDS AOS Path Service, it is assumed that a convergence layer will be implemented in order to provide the above-defined service interface (see references [B16]-[B18]).

Neither the CCSDS Conventional nor AOS path protocols directly support the notion of individual identification of source address, destination address, or transport protocol.  Rather, a single address, the Application Process Identifier (APID) captures all of this information.  When operating over CCSDS Conventional or AOS path protocols, a convergence function is required to translate between IP addresses and protocol identifiers and an APID. 

The N-Basic_Quality_of_Service parameter, specified in reference [12], can support a potential mapping of priority information onto prioritized Virtual Circuits, if such a capability is provided by particular implementations of the CCSDS link protocols.  The Security QOS parameter is provided to allow security services to be provided either by the SCPS-SP or potentially by other security mechanisms operating below the security layer.

D4
Services assumed from the operating environment

SCPS-SP assumes that the operating environment provides the ability to interrogate a clock resource to obtain the current time of day.  This is used both for timestamp purposes and to eliminate the need to transmit an initialization vector (IV) if an algorithm that requires one is used.

� Confidentiality, integrity, and authentication may also be provided at the physical layer.  However, for store and forward systems, the security services at this layer can only be implemented on a hop-by-hop basis and not on an end-to-end basis.  This means that when using link layer security services, the data must be deciphered, exposing the data, and then re-enciphered at each hop.  This is not the case when using end-to-end security services such as those provided by SCPS-SP.


� Classifications may be military flavored (e.g., secret, confidential) or may be corporately flavored (e.g., proprietary, company confidential, sensitive).


† Internet Request for Comments (RFC) texts are available on line in various locations (e.g., http://ietf.org/rfc/).


� For example, a user might request the use of only the integrity security service.  However, the security protocol will be enforcing the local security policy, which might always require the use of confidentiality on all transmitted PDUs.






_897810103.unknown

_897810100.unknown

